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YTBepKIeHA MPUKA30M

HNHCcTpyKUMS 10 OPraHu3aluy AHTUBUPYCHOM 3aLUTHI CPeAcTB MHGOpMaTHU3 AU
B MBOY «COI Ne 20» c. JlyBenbra

1.001mme mos10xeHust

1.1. Hacrosimas MHCTpyKuus onpenensieT TpeOOBaHUS K OpraHU3aluy 3allyThl
cpenctB MHGOPMATH3AIMK OT Pa3pyIIAOIIETO BO3ICHCTBUS KOMITBIOTEPHBIX BHPYCOB,
MOPSZIOK OpraHu3anuy paboT MO aHTUBUPYCHOM 3aluTe CpeAcTB MHGOpMaTHU3alliUd B
MBOY, COII Ne 20 c. Jlysensra (manee — OY), ycTaHaBIMBaeT OTBETCTBEHHOCTH
MOJIb30BAaTENEl M AOJDKHOCTHBIX Jull OY 10 aHTUBUPYCHOW 3alllUTE CPEACTB
uH(pOpMaTH3ALIUN.

1.2. PykoBomutens OV Ha3HayaeT JUIO, OTBETCTBEHHOE 3a OpPraHU3AIMIO
AHTUBUPYCHOM 3aIlIUTHI CPEJICTB MH(DOPMATU3AIINH.

1.3. K ucnonb3oBanuto B OY nomyckaercs TOJBKO JIMIIEH3UOHHOE aHTUBUPYCHOE
MporpaMMHOE OOECIEYeHHEe B COOTBETCTBUU C TPEOOBAHUSIMU JICHCTBYIOIIETO
3akoHomarenbcTBa Poccuiickoir ®enepammm (Norton Antivirus, Dr. Web, Kaspersky
Antivirus, NOD 32 u T.11.).

1.4. ITpu nanuuuu B OV JIOKaIbHON KOMIBIOTEPHON CETU U CEpBEPA UCIIOIB3YETCS
BEpCHUsl AHTUBUPYCHOTO MPOTrPAaMMHOTO OOECIeUYeHHUs, MO3BOJSIONIAs OPTraHU30BaTh
[IEHTPAJIM30BaHHOE YIIPABJICHUE: YCTAHOBKA, HACTPOMKa, OOHOBJICHUE AHTUBUPYCHBIX
0a3, aHTUBUPYCHOE CKAaHUPOBaHUE U COOp OTUETOB Ha BCEX KOMIBIOTEPaX JOJHKHBI
OCYIIECTBIIATLCS yAaJICHHO Ha cepBepe yupexacnus (Kaspersky Work Space Security,
Symantec Antivirus Corporate Edition, Symantec Endpoint Protection u T1.11.)

1.5. TpeboBaHusi UHCTPYKITUU SIBJISIFOTCST 00s13aTENBHBIMHE JIJIs1 BceX paboTHUKOB OV,
MMEIOIINX JIOCTYN K HH()OPMAITMOHHBIM PeCypcaMm.

TpedoBaHus K MPOBeAEHUI0 MEPONPUSITHIA 110 AHTUBUPYCHOI 3a1UTE CPEICTB
uHopMaTU3auu

2.1. O06s13aTENEHOMY aHTUBUPYCHOMY KOHTPOJIIO TIOJIJIEXKUT:
- mobas uHpopmaius (TeKCToBble (haiibl JIOOBIX (QopmaroB, (ailibl JIaHHBIX,
UCroyiHsAeMble (aiibl), ToJiydaemass W TIepeAaBaemasl MO TEJICKOMMYHUKAIMOHHBIM
KaHajam;
- nH(OpMaIMsI Ha CbeMHBIX HOCUTEISIX (MarHUTHBIX TUCKax, JeHTax, CD-ROM u 1.11.);
- BXojfIas W ucxonsdmas uHbopmanus (Tiepe] 3amuchbl0 HA HOCUTENIU WH(MOpMAIUH,
apXUBHUPOBAHHEM U OTIIPABKON);
- (hailsbl, TOMEIAEMBIE B AJICKTPOHHBIN apXUB,
- yCTaHaBJIMBaeMoe (M3MEHSIEMOE) TIPOTPaMMHOE 0OeCTICYCHNE.

2.2. ExenHeBHO B aBTOMAaTHMYECKOM PEXHUME JODKHO BBIMTOJHATHCS OOHOBJICHHE
AHTUBUPYCHBIX 0a3 M TMPOBOAWTHCS AHTUBUPYCHBIM KOHTPOJb BCEX TUCKOB W (hailioB
MEPCOHATBHOTO KOMITBIOTEPA.



2.3. Monynb aHTHUBUPYCHOW 3alUTHl JOJDKEH 3arpykaTbCs aBTOMAaTHUECKU TIIPU 3arpyske
KOMIIBIOTEpa. 3aKphITHE MOJYJS WM OCTAaHOBKA €ro paboThl Ha BCEX KOMITBIOTEpax MOJDKHA OBITh
OTKJIFOUEHA WJIM 3aKPbITa apOJIEM.

2.4. TleprouecKre aHTHBUPYCHBIE MPOBEPKH BceX KOMIBIOTEPOB OV JOIDKHBI MPOBOIUTHCS HE
pexe OJTHOTO pa3a B HEMIEIIIO.

2.5. BHeouepenHOl aHTUBUPYCHBIN KOHTPOJIb BCEX TUCKOB U (haiiJIOB MEPCOHATBHOTO KOMITBIOTEpa
AOJDKCH BBIIOJHATHECA MPU BO3HUKHOBCHHU TIIOAO3PCHUSA HA HAJIWYUC KOMIIBIOTCPHOTO BHUPYCaA
(neTunuyHas paboTa MporpaMm, MOSIBICHUE rPaUIECKUX U 3BYKOBBIX 3P PEKTOB, HCKAKEHUN JaHHBIX,
npornaanue (HaiyoB, 4acToe MosiBJICHNE COOOIEHUH 0 CHCTEMHBIX OITMOKAX U T.I1.).

3. [IpopunaxTuka 3apaxeHus

3.1. OmHUM #3 OCHOBHBIX METOJIOB OOpHOBI C BHUpycaMH SBISETCS CBOCBPEMEHHAs
npoUIaKTUKA, COCTOSIIAs U3 COOIIOICHUS CIEIYIOUINX TPAaBUIL:
3.1.1. 3amUTUTH KOMITBIOTEP C MTOMOIIBI0 AHTUBUPYCHBIX IPOTPaMM H IIPOTpaMM 0e301acHoil paboThI
B MutepHere. [l aToro:

e YCTaHOBUTH aHTUBUPYCHYIO IIPOTPAMMY.

e OGHOBJIATH PETYJSIPHO CUTHATYPHI YIPO3, BXOSIINE B COCTAB ITPOrPaMMBI.

 He BBIrpy>xaTh U3 MaMsATH U HE OCTaHABJIMBATH PAOOTY aHTUBUPYCHOM MPOTPaMMBI.
3.1.2. TIposiBIATE OCTOPOKHOCTH TPH 3AIMCH HOBBIX TaHHBIX HA KOMITBIOTED:

o [IpoBepuTh Ha MPHUCYTCTBHE BUPYCOB BCE CheMHbIE TUCKH (auckeTsl, CD-nucku, duem-kapTol
U 1Ip.) Iepes UX UCIOIb30BaHUEM.

e He 3amyckaTp HHMKakux (aiijioB, NPUIICAIIMX MO IOYTE, HE IMPOBEPEHHBIX C IOMOIUIBIO
AHTUBHUPYCHOU ITPOTPAMMBI.

e OOpaTuTh BHUMaHHE Ha HaIM4ue cepTh(uKaTa OE30MaCHOCTH NPH YCTAHOBICHWU HOBOW
MIPOTrpaMMBbI ¢ KaKoTo-Tn00 BeO-caiiTa.

e [IpoBepuTh C TOMOIIBIO AHTUBUPYCHOW MPOTpaMMbl Komupyemeld u3 HMHTepHeTa wiH
JIOKQJIBHOHM CETH UCTIOHSAEMBIN (haiii.
3.1.3. Tlonb3oBatbes cepBucom Windows Update u peryaspHO yCTaHaBIMBAaThb OOHOBIICHUS
orepannoHHoi cucrembl Microsoft Windows.
3.1.4. Co3pmaTh IUCK aBapUHHOTO BOCCTAHOBJICHHUS, C KOTOPOTO MHpPU HEOOXOAMMOCTH MOXKHO OyaeT
3arpy3UThCs, UCIIONIB3YS «IHCTYI0» ONEPAMOHHYIO CUCTEMY.
3.1.5. [IpocmaTpuBaTh peryssipHO CHUCOK YCTAaHOBJICHHBIX IPOTPAMM.

4. JIo1KHOCTHBIE 00513aHHOCTH 10JIb30BaTe el 10 AHTUBUPYCHOM 3alMTe CPEeACTB
uHpopMaTH3ALUU

4.1. He npepsiBaTh mpolecc OOHOBIEHHS AHTUBMPYCHBIX 0a3 M aHTUBUPYCHBIM KOHTPOJb BCEX
TIMCKOB | (haiiJIOB IEPCOHATEHOTO KOMITHIOTEPA.

42. Tlpu ormpaBKke W TONYYEHHUH OHIEKTPOHHOM IOYTH IMOJb30BaTENb O00s3aH INPOBEPHUTH
ANIEKTPOHHBIE MMUCbMa Ha HAJIMYHE BUPYCOB.

4.3. IIpu uCTIONIb30BaHUU CHEMHBIX HOCUTENEH, OCYIECTBIIATh UX AaHTUBUPYCHYIO IIPOBEPKY.

44. B cnydae oOOHapyXeHUS IpU TPOBEACHUM AHTUBUPYCHOW MPOBEPKU 3apa)KEHHBIX
KOMITBIOTEPHBIMH BUpYCaMu (hailyioB MM 31€KTPOHHBIX IMMCEM MOJIb30BaTENIN O0S3aHBL:

4.4.1. IlpuoctaHOBUTDH pabOTYy.

4.4.2. HemeleHHO TOCTaBUTh B M3BECTHOCTh O (hakTe OOHAPYKEHMS 3apaXEHHBIX BHPYCOM
(haiiyIoB OTBETCTBEHHOTO 33 OOECleYeHNne aHTHBHPYCHOW 3aIUTHl B 00pa30BaTEIHbHOM YUPEKICHUH,
BJIaJIENIbLIA 3aPAXKEHHBIX (PaiIoB, a TAKXKE COTPYTHUKOB, UCTIONB3YIOIINX 3TH (aifibl B paboTe.

4.4.3. COoBMECTHO C JMIIOM, OTBETCTBEHHBIM II0 AHTHBHPYCHOW 3aIlIUTE IMPHHITH MEPHI K
JIOKAJM3alMK U YAAJICHUIO BUPYCOB C IIOMOIIbIO MMEIOLNXCS AHTUBUPYCHBIX CPEACTB 3aIMUTHI.

5. JIo1:KHOCTHBIE 00SI3aHHOCTH OTBETCTBEHHOI0 JIUIA 32 OPraHU3alMI0 AHTHBUPYCHOI 3a1UTHI
cpeacTB HH(pOpMATH3AIUT



5.1. JIumo, OTBETCTBEHHOE 3a OPraHU3AIMI0 AHTUBUPYCHOW 3aIIUTHI CPEICTB H(OpMATH3AIINY,
00s13aHo0:

5.1.1. YcraHaBiuBaTh CpeJCTBa aHTUBUPYCHOTO KOHTPOJIS Ha MEPCOHAIBHBIX KOMITBIOTEPAX U
cepBepax.

5.1.2. HactpauBarh mnapamMeTpsl CpEACTB AHTHBHPYCHOTO KOHTPOJS Ha NEPCOHAIBHBIX
KOMIIBIOTEpax U cepBepax.

5.1.3. CBoeBpeMEHHO OOHOBJIATH AHTHBHPYCHBbIE 0a3bl Ha IMEPCOHAIBHBIX KOMIBIOTEpaxX M
cepBepax.

5.1.4. ExxeHe1eNIbHO NPOBEPATH KOMIIBIOTEPHI HA BUPYCHI.

5.1.5. [IpoBoAUTH BHEOUEPEIHYIO ITPOBEPKY B Cllydyae MOAO3PEHUs Ha HAIMYKE BUPYCOB WM IO
npoch0e MOIb30BaTEINIEH MEPCOHATBHBIX KOMITBIOTEPOB.

5.1.6. IIpoBoauTh B YCTAHOBJICHHOM TOPSAKE HWHCTPYKTAXK [0 AHTUBUPYCHOM 3aliuTe
M0JIb30BaTENIeH NEPCOHATBHBIX KOMITBIOTEPOB.

5.2. B cnyuae oOHapyxeHHSI KOMIIbIOTEPHOTO BHUPYCa OTBETCTBEHHOE JIUIIO 3a aHTUBUPYCHYIO
3anuTy (WK AeUCTBUS IPU OOHAPYKEHUU BUpYCa):

5.2.1. npuHuUMaeT Bce HeOOXO0IMMbIE MephI AJis 00ecredeHHsI COXpaHHOCTH UH(POpMaIUY;

5.2.2. npuHUMAET BCE HEOOXOUMBIE MEPHI TI0 JIOKATU3ALMH U YAAJICHUIO BUPYCa:

5.2.2.1. otkmodaeT KommbpioTep OT VHTepHeTa W JIOKAaIbHOM CeTH, €Clii OH K Hel ObLI
MOJIKITIOYCH;

5.2.2.2. ecnu CUMIITOM 3apaX€HUS COCTOUT B TOM, YTO HEBO3MOXKHO 3arpy3UTHCS C KECTKOTO
IMCKa KOMIIbIOTepa (KOMIBIOTED BBIAAET OIMIMOKY MpPH MOJKIIOUYEHUH), 3arpyKaercsi B PEKUME
3alUThl OT cOOEB WJIM C JUCKa aBapuiiHOl 3arpy3ku Microsoft Windows, KOTopblil OblT co3/1aH mpu
YCTaHOBKE OTIEPAIIHOHHON CHCTEMBI Ha KOMIIBIOTED;

5.2.2.3. coxpansieT pe3yabTaThl paboThl Ha BHemHeM Hocutene (auckere, CD-mucke, duem-
KapTe U Ip.);

5.2.2.4. 0OOHOBJISIET CUTHATYPY yTPO3 MPOTPAMMBI;

5.2.2.5. 3amyckaeT moJgHy0 MPOBEPKY KOMITHIOTEPA;

5.2.2.6. IpOBOIUT JICUEHUE UM YHUUYTOXKECHUE 3apaKeHHBIX (DalisIoB;

5.2.3. yBemomisier pykoBomutens OY 00 oOHapyKCHHH BHUpyca W IOCICICTBUSX €ro
BO3J€HCTBHUA.

6. OTBEeTCTBEHHOCTD

6.1. OTBETCTBEHHOCTh 3a OPTaHM3AIMIO AHTUBUPYCHOW 3alIUTBI CPEJCTB HH(POPMATH3AIUU
BO3Naraercs Ha pykoBoautenst OY uiau JTUI0 UM Ha3HAYEHHOE.

6.2. OTBETCTBEHHOCTh 3a MPOBEJCHHWE MEPONPUSITUN aHTUBUpPYyCHOro KOHTpoist B OV wu
cobmonenre TpeboBaHMi HacTosmiel MHCTpyKIMKM BO3iaraeTcss Ha OTBETCTBEHHOTO 3a oOecredeHwue
AHTUBUPYCHOM 3alIUTHI CPEJCTB MHPOPMATH3ALUY.

6.3. Tlepuonnyeckuii KOHTPOIH 32 COCTOSIHUEM aHTUBUPYCHOM 3aIlIUTHI CPEACTB WH(POPMATH3ALNU
B 00pa30BaTEIILHOM YUPEKICHUH OCYITICCTRIISICTCS PYKOBOIUTEIICM.
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